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This Nfield Privacy document contains proprietary
information of NIPO.

Due to continued product development this information
may change without notice. The information and intellectual
property contained herein is confidential between NIPO

and the customer and remains the exclusive property of
NIPO. If you find any problems in the documentation, please
report them to us in email. NIPO does not warrant that this
document is error-free. In cases where the documentation
significantly differs from the software implementation,

the end user is encouraged to contact NIPO. However, the
information in this document can not be used to grant the
end user of the product any rights with regard to updates or
fixes, demanding a match with the existing documentation.

No part of this publication may be reproduced, stored in a
retrieval system, or transmitted in any form or by any means,
electronic, mechanical, photocopying, recording or otherwise
without the prior written permission of NIPO. You are not
allowed to share the software with individuals outside your

company.
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Nfield Manager - Privacy Policy

Nfield Data Protection Notice

Your privacy is important to us and we take care to safeguard it. This privacy
policy applies to users of the Nfield Manager website and users of the Nfield API.
This privacy policy does NOT apply to respondents who have completed or are
about to complete a market research survey on one of our products. For the
privacy policy relevant to such surveys you should contact the market research

company that has asked you to complete the survey.

What information do we collect and how do we protect
it?

Nfield is a data collection solution offered by NIPO to the organization you work
for. Nfield is hosted on the Microsoft Azure cloud. Nfield is setup in such a way
that neither NIPO nor Microsoft does know anything about you: we do not know
who you are, what your username is, what your password is or what you do on
this website. This information is all managed by the company you work for. But
because we host the tools your company works with, we think it is important that

you know how we protect the data about you in our platform.

First of all, any data about your Nfield account is only stored in Nfield. It is not
stored outside the Nfield system by NIPO or Microsoft. Information about your
Nfield account and your Nfield usage is only available to users in your
organization who have an Nfield domain administrator role. These domain
administrators control what personal information is stored about you in Nfield.
Nfield allows storing your username, your real name, your email address and your

telephone.
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Each time you work in the Nfield you need to sign in. The password you use is not
stored in Nfield. Instead we store a secret key that can be generated only with the
correct combination of the domain name, your username and your password.

This way your password can never be compromised by our system.

When you work with the Nfield Manager website or the Nfield APl the
communication is SSL encrypted. This means that your actions are safeguarded
from people that might be tapping your internet line (but it is of course not safe

from the people standing behind you).

When you work on Nfield your activities are automatically logged by the Nfield
system. In this log we store almost every action a user does in the system. The log
is available only to users in your organization who have an Nfield domain
administrator role. It is there to allow the domain administrators to back-track
why certain errors occur. When your account is deleted from the domain, the
domain administrator will no longer know that you did an action; they will only be

able to see that a deleted user did an action.

When your account is deleted in the Nfield domain, our software immediately
deletes all personally identifiable information stored in the system and only an
anonymous reference will remain for data integrity purposes. Because Nfield is
backed up for no more than 4 days, any personal information about you that was
deleted from a domain will be deleted fully from the Nfield servers after 4 days.
And finally, when the organization you work for cancels their contract for Nfield
services we delete the domain and all data contained in it, including user

accounts, usage logs and respondent data, after a 30-day period.



Do we share your information and who should | contact
with questions?

We do not have access to your personal information and thus cannot share it with
other parties. Your personally identifiable information may however be shared

with other parties by the organization you work for.

Please inform or ask the organization you work for about their privacy policy when
you: (a) want to know more about what they do with your personal data or (b)
wish to see the personal data they hold about you. Of course, if the personal data
they hold about you is inaccurate, incomplete or irrelevant, you can ask them to

correct or delete it after discussing the matter with you.
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